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HIGHLIGHTS

® We provide a resilience framework for rural power systems in emerging economies.
® We provide an overview of general, energy system and rural resilience frameworks.
® This study identifies the key technological, social and economic resilience aspects.

® We provide a tool for energy practitioners, NGOs, and policy in emerging economies.

ARTICLE INFO ABSTRACT

Keywords: Infrastructure and services within urban areas of developed countries have established reliable definitions of
Resilience resilience and its dependence on various factors as an important pathway for achieving sustainability in these
Decentralized

energy systems. However, the assessment, design, building and maintenance of power systems situated in rural
areas in emerging economies present further difficulties because there is no a clear framework for such cir-
cumstances. Aiming to address this issue, this paper combines different visions of energy-related resilience both
in general and under rural conditions in order to provide a robust practical framework for local and international
stakeholders to derive the right actions in the rural context of emerging economies. An in-depth review is
implemented to recompile information of resilience in general, in energy systems and in rural areas in particular,
and a number of existing frameworks is also consulted. In order to acknowledge the particular circumstances and
identify the important factors influencing the resilience of rural electrification in emerging economies, a holistic
rural power system resilience framework is developed and presented. This consists of twenty-one indicators for
technical resilience, eight indicators for social resilience, and thirteen indicators for economic resilience. This
framework can be used by system owners and operators, policy makers, NGOs and communities to ensure the
longevity of power systems. This work also paves the way for the creation of appropriate and effective resilience
standards specifically targeted for application in these regions - aiming to achieve the delivery of global and local
sustainability goals.
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1. Introduction increase enough to overcome not only the access deficit of the billion

people lacking access today (especially in emerging economies), but

Whether powering daily activities, from cooking to heating, or
driving industrial and economic progress on a national level, energy is a
crucial enabler of sustainable development. Demographic projections
show that the global population will increase by 2.4 billion people by
2050 [1], indicating that energy infrastructure and services will need to
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also to meet the needs of the extra new people expected to join the
global populace over the next few decades [2].

Access to affordable, reliable and sustainable energy for all is the
aim of the UN’s Sustainable Development Goal 7 (UNSDG7), but most if
not all other goals can benefit from an improved access to electricity. In
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solving the problem of providing electricity, one can both directly and
indirectly solve a wide range of pressing global issues [3]. For example,
the inefficient use of biomass (e.g. wood charcoal) as cooking fuel in
Global South accounts for a large percentage of the global human
health burden (e.g. pulmonary disease) and causes significant en-
vironmental degradation e.g. air quality and deforestation [4,5]. Elec-
tricity makes it possible for people to switch to better, safer and cleaner
alternatives, such as electric stoves and heaters, reducing the impact on
health and the environment. The goal of improving levels of education
(linked to UNSDG4) can be accelerated, whether by simply providing
lights to read by or enabling the uptake of modern technologies in
classrooms and access to information via the internet [6].

However, while providing access to electricity is a crucial first step,
there are many events that clearly illustrate that there is considerable
room for improvement in terms of making our power systems more
resilient. Over the past decade a number of natural and man-made
hazards has impacted developed and emerging economies alike,
causing major damage to power infrastructure and exposing serious
vulnerabilities present in vital systems. Severe weather, longer-term
climatic and environmental changes and cyber-physical attacks can
lead to direct damage or indirect consequences that affect the normal
operation of electrical components [7]. Blackouts interfere with peo-
ple’s daily activities and in severe cases can result in great economic
loss or pose serious danger to human health and lives. For instance,
India’s droughts in the 2010s, nearly the worst on record, had power
networks straining under the burden of increased electricity demand
while supply suffers as dams across the country ran dry [8]. In 2015 the
earthquake that hit Nepal damaged over a dozen hydropower plants
causing a loss of 150 MW of electricity from the national power grid.
The Boxing Day Tsunami in 2004 led to a huge loss of life and sig-
nificant damage to infrastructure along coastal areas in Indonesia, Sri
Lanka, India and Thailand. In addition to the numerous natural ha-
zards, human conflict has also proved to be a significant threat to
electricity access. Li and Li [9] found that night-time light and lit area
in Syria declined by about 74% and 73%, respectively, between March
2011 and February 2014, with the drop in electricity usage attributed to
displacement of people and damage to grid infrastructure from ongoing
conflict. These events clearly illustrate that there is a need to focus more
on the resilience of power systems, especially in emerging economies —
in planning as well as operation.

And, resilience has now become a vital part in the planning and
management of all systems and networks from energy and commu-
nications, to food supply and healthcare. Two of the seventeen UNSDGs
explicitly mention resilience in regard to infrastructure and human
settlements, and on a broader level success in achieving any of the
UNSDGs is subject to unexpected shocks and stresses that can undo
years of progress and effort [10]. For power systems this means, that in
order to ensure the long-term success of power systems there is a
growing need to anticipate the future requirements of power networks
and stakeholders, and to design and provide resilient systems that can
serve communities far into the future while coping with the challenges
they will face, including challenges caused by climate change. Resi-
lience thinking could help owners and operators assess their systems
and apply necessary measures, and compare similar sector or subsector
sites using resilience metrics, allowing them to understand and deal
with risk more effectively [11].

But what does resilience mean in this context? While there are many
definitions of resilience in general and for diverse urban infrastructure
and there are a number of practical frameworks for critical infra-
structures, for planning, operations and policy changes for energy in-
frastructure in developed countries [12], for the assessment of energy
access [13], as well as for the assessment of resilient cities, to the best of
our knowledge, there is no overarching standard approach to assess the
resilience of power systems serving rural communities in emerging
economies. And recent work that provides approaches to quantify or
assess resilience of energy systems, has a very narrow view on it, either
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as a quantification of operational and disruption costs [14] or in terms
of its technical performance [15,16]. However, besides technical and
economic factors these do not take into account social aspects. And,
finally, no document is available providing a complete and compre-
hensive review of benchmarking methodologies applied in the field of
power systems resilience for rural areas within developing countries.
Thus, the present work aims at closing this gap, by presenting a prac-
tical framework, with key social, economic and technical resilience
qualities and metrics and a simple analytic tool for understanding and
assessing the current resilience of rural power systems. It is organised as
follows: Firstly, an overview of different definitions and frameworks
that are used as guidance for the development and assessment of a
novel one. This is followed by an illustration of how to operationalize it,
thereby helping to identify policy makers, industry and local stake-
holders where to focus activities on to increase resilience.

2. Methodology

This section provides an overview of the definitions and the various
theories of resilience from multiple disciplines including ecological and
social science, risk and hazards science, and engineering.

2.1. Resilience definitions in general

Since resilience is a broad area of study, the section below attempts
to summarise the key themes identified in the extensive literature
starting with a general understanding of the term, then looking at its
application to power systems, and finally in a rural context.

Early work in the field of Ecology produced the first robust defini-
tions of resilience which have subsequently been adapted by various
disciplines. Holling [17], who remains one of the most cited authors on
the subject, defined resilience as the ability of a system to absorb var-
iations in the factors that affect it and still persist while maintaining the
relationships within it. Holling [17] further introduced the idea that
resilience and stability were separate characteristics, painting resilience
as a dynamic rather than a static process. Furthermore, its under-
standing changed according to the evolution of the ecology vision of
human and natural systems [18] from separate structures to a model of
mutually interacting socio-ecological sub-systems within a larger, more
complex Earth or Social-Ecological system [19]. Thus, social systems
are entirely reliant on resilient ecological systems [20] and no-longer
over-compartmentalised or over-simplified the complex system inter-
actions inherent in most large scale systems.

Since resilience describes an interaction between a system and any
event that negatively impacts its performance for a given period, an
important first step is to identify the interacting components. This
covers both chronic threats or “stress”, with a lower magnitude and
“threats” or “shocks” where a single unpredictable event causes a ser-
ious impact of high severity [21]. This means that, on the broadest
level, resilience can be described as a general process of response to
changes in the relationship between systems and their external en-
vironment [22] while a narrower approach, such as that in hazard risk
management, will look at the performance of a system to a specific
event such as an earthquake or storm. Such events include system in-
herent operational risks and variation (e.g. supply demand fluctuation)
or external disruption risks caused by natural and artificial disaster (e.g.
flooding, policy intervention), where resilience evaluates the system
responsiveness and capacity to quickly recover, adapt and grow in re-
sponse to system risks [23,24]. Alternatively, it is possible to take the
view of resilience as “total resilience” or “all-hazards community resi-
lience” [25] where terms like stress and perturbation are used to de-
scribe any or all events that may negatively impact the system.

On the one hand, the vast range of possible hazards and stresses,
together with their often unpredictable nature, add greatly to the
complexity of assessing resilience. By asking the question “resilience of
what to what?” [26] it is possible to provide a general measure of a
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systems performance that applies to the specified system requirements,
i.e. what service or output the system is expected to deliver, and the
type of event or events under consideration. This has led to attempts to
use resilience to describe performance under normal, i.e. non-stressful,
conditions, with Cutter et al. [27] for example, identifying resilience as
either inherent or adaptive. Under such a definition the first describes
the ability of a system to function well during times of little or no stress
while the second relates to the ability to respond in a flexible manner to
major perturbations. Still, for the most part in the literature, resilience
is associated with events, whether general or specific, that are outside
the normal range of stress normally felt by a system.

Furthermore, resilience comprises a range of elements which enable
a system to cope with stress. Adger [20] refers to this ability to absorb
perturbations as buffer capacity, while Folke et al. [28] describe it as
the magnitude of shock absorbed before a system changes state. Suc-
cessfully absorbing a shock requires a system to retain its structure and
function while under pressure [29]. This may involve withstanding an
event through strength or brute force, often referred to as robustness,
but may also involve limiting the change in state or damage to a degree
that can be quickly and easily recovered from. Bruneau et al. [30] ar-
gues that for a system to be resilient it must minimise the consequences
of failure and minimise the resulting recovery time. This ability to
survive a shock event, whether by robustness or effective damage
control, can be seen as the core of resilience.

In a broader or expanded vision, resilience includes concepts like
vulnerability, risk and adaptation; because it is considered a dynamic,
ongoing process that account for the period before, during and after an
event. Nelson et al. [31] argued that a system’s natural state is one of
change, not of equilibrium, while Holling [17] challenged the ideas of
system equilibrium and stable states, arguing that a resilient system will
change its equilibrium over time based on experiences, in order to
better deal with stressors in the future. Preparation, performance
during an event, recovery and adaptation form a continuous loop which
allows a system to constantly improve its resilience. Gallopin [22] takes
this concept further by arguing that capacity of response should involve
not just coping with the impact, but also taking advantage of the op-
portunities, i.e. being proactive rather than just reactive. A truly re-
silient system should be able to tolerate novel pressures while mini-
mising damage, then have the capacity to asses any changes in function
or state in order to identify key weaknesses in the system, which may
otherwise have gone unnoticed. Doing this requires a degree of in-
telligence from the system and its management, and this becomes the
tool that enables learning capacity and adaptability which allow vul-
nerabilities to be addressed and negated. These learning and adaptive
capacities have been identified as key components to improve resilience
by a number of authors [22,26,29,32-34]. Ultimately resilience should
be viewed not as an end goal but as a continual process of learning and
adapting [35].

Additionally, to understand the ability to adapt one has to take into
account more than just economic development and technology [31].
Social factors like human capital and institutional and governance
structures also play an important role, specifically in ensuring that
positive change and adaptation is possible. Janssen et al. [36-38] si-
milarly argue that resilience is largely a result of strong social-network
structure which facilitates problem solving within the community. This
has important implications for development projects seeking to im-
prove resilience. High-tech solutions, even when made affordable,
rarely succeed where local management and government is not equally
resilient. This links to another aspect of resilience that appears fre-
quently in the literature; the ability to self-organize [26,29,39,40]. The
self-organizing nature of complex adaptive systems [41,42] means that
this process can take place within them rather than being steered from
the outside. Lebel et al. [43] describe the term in a social context as the
ability of a system to maintain and evolve its identity, and to buffer
impacts without being continually invested in or relying on subsidiza-
tion or other external contributions. Some exchange and interaction
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between systems at different scales will always exist, but the more a
system can rely on its own resources and structural capacity, the more
resilient it will be. The concept also applies to resilient management,
where it describes the ability of the leadership and other actors to de-
cide upon and compile the tools and resources needed to perform
learning and adaptation to enhance its resilience [39]. This process is
based on communication and cooperation to facilitate participant-led
problem solving and action [44].

In the real world only few systems exist in a vacuum. Instead, they
interact with environments that are highly variable over time and on
different scales adding uncertainty. Gunderson & Holling [45] describe
that resilience on one scale is impacted by the resilience on bigger or
smaller scales. This interconnectedness means that its increase in one
time period, on a certain scale or in a certain element, may decrease it
in a later period or in another area of the system [26], leading to the
concept of whole-system resilience, which is covered extensively in the
social technical transitions literature. It maintains that the application
of resilient technologies cannot be viewed in isolation. Additionally,
Markard [46] describes the process of change towards better resilience
as a socio-technical transition, where changes in institutional structures
and individual practices accompany the introduction of a technological
solution. Elements including user practices, regulation, industrial net-
works, infrastructure and symbolic meaning are all combined to form a
multi-level perspective of the system and the process of change [47].
Addressing all of those elements through such long-term performance
thinking reinforces the resilient technology creating a more robust,
synchronous system [48].

While the examples above have been mostly of positive nature, it is
important to note that resilience is not only connected to positive as-
pects of a system [49]. Locked into an unfavourable state a system may
be very resilient to remain in that state. This can be often observed with
human institutions and management structures [50]. For example,
Carpenter et al. [26] pointed out that a dictatorship may be resilient,
able to last for several decades despite attempts to overthrow it, but this
state is clearly detrimental for the rest of the social system. Similarly,
the concept of “lock-in” from development economics describes how
self-reinforcing effects from within a system can set it down a less
prosperous path which once initiated, can be extremely difficult to
correct [51]. Walker et al. [29] suggested that resilience management
should aim to prevent the system from moving to such undesirable
states in times of stress, while focusing on developing the positive
elements that allow renewal and reorganization after acute change.

To summarise, Table 1 provides an overview of these definitions
which are representative of resilience as viewed across a number of
different domains. Next, the role of resilience in power systems in
particular is explored.

2.2. Resilience definitions for power systems

As power systems including infrastructure and energy services, in-
teract with both the human and natural environments and thus can be
viewed as socio-ecological systems [56], many of the resilience con-
cepts from disciplines such as ecology and industrial ecology can be
applied effectively in this context. A resilient power system requires the
human elements of operational management and governance to work in
parallel with the physical infrastructure, and both parts must work
within the limits of the planetary environmental boundary and must
have the ability to tolerate environmental shocks.

2.2.1. Human element

Resilience must encompass the human element of a power system as
well as the infrastructure [59,60]. The entire process from engineering
and design to operational management must take actions to predict the
likely threats to the system, design and build it with those threats in
mind, and then continually work towards improving resilience by
learning from stressful experiences and by adapting [61]. Modelling
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Table 1
Overview of common working definitions of resilience.

Field Resilience Definition Source

Government “The ability to prepare for and adapt to changing conditions and withstand and recover rapidly from disruptions. Resilience includes the [52]
ability to withstand and recover from deliberate attacks, accidents, or naturally occurring threats or incidents”
“Anticipation, assessment, prevention, preparation, response and recovery. Resilience is about all these aspects of emergency management” [53]

Ecology “Resilience determines the persistence of relationships within a system and is a measure of the ability of these systems to absorb changes of [17]
state variables, driving variables, and parameters, and still persist”

Disaster, risk & hazards “The capacity of a system to absorb recurrent disturbances, such as natural disasters, so as to retain essential structures, processes and [54]
feedback”
“The ability of a system, community or society exposed to hazards to resist, absorb, accommodate to and recover from the effects of a hazard in [55]
a timely and efficient manner, including through the preservation and restoration of its essential basic structures and functions. The resilience
of a community in respect to potential hazard events is determined by the degree to which the community has the necessary resources and is
capable of organizing itself both prior to and during times of need”

Engineering “Power system cyber-physical resilience is the system's ability to maintain continuous electricity flow to customers given a certain load [56]
prioritization scheme. A resilient power system responds to cyber-physical disturbances in real-time or semi real-time, avoiding interruptions
of critical services. A resilient power system alters itself in an agile way”
“Success belongs to organizations, groups or individuals who are resilient in the sense that they recognise, adapt to and absorb variations, [57]
changes, disturbances, disruptions and surprises — especially disruptions that fall outside the set of disturbances the system is designed to
handle”

Social “Social resilience is the ability of groups or communities to cope with external stresses and disturbances from social, political and [20]
environmental change”
“Psychological resilience is a relatively stable personality trait characterised by the ability to overcome, steer through, and bounce back from [58]
adversity”
“If we think of a complex system as an individual, it only remains the same system for as long as it has a consistent identity. [...] Resilience can [49]

be operationalized by quantifying identity and assessing the potential for changes in identity”

and simulation allow its performance to be analysed under different
stress scenarios, and possible responses can be tested. Though there are
considerable costs and challenges in modelling the behaviour of com-
plex systems and stochastic events such as weather and climate, the
benefits of being able to anticipate numerous scenarios and their effect
on different configurations means that it is now a crucial tool for im-
proving resilience [62-64], allowing management to put in place op-
erational procedures to cope with a wide range of disruptions, whether
though automation of certain processes or by specific training of per-
sonnel and response teams. Where control and recovery procedures are
not fully automated, responsibility lies in the hands of operators who
must have the situational awareness and capacity to make the correct
decisions, especially during conditions of power failure and stressful
events [65,66]. Management is constantly under pressure to make the
correct trade-offs between safety considerations and business targets
and so the correct cultural norms in terms of safety and resilience must
be in place within an organization [59].

Still, the human element can be a help or as much as a hindrance to
resilience. The same creativity that allows humans to produce novel
solutions to new threats also enables them to find unintended ways of
utilising system elements outside of their intended use [67]. As a result,
human error is always a possibility, especially in the event of a major
hazard where operational personnel may be under severe emotional
and physical stress. For that reason Venkata & Hatziargyriou [7] state
that, in addition to being resilient to external threats, grids should be
made elastic to these errors, relating back to the ideas of system in-
telligence and self-organization. Fast and accurate problem diagnosis,
improvisation, effective communication and collaborative actions are
all requisites for effective management when facing novel events or
hazards [66], and recent advancement in computing and communica-
tions have made it possible to integrate these attributes directly into the
systems themselves [68,69].

2.2.2. Robustness through redundancy, flexibility and agility

Early approaches to power system resilience focused on the ro-
bustness of physical infrastructure. In order to withstand extreme
events, hardware components may be reinforced or replaced with more
durable alternatives in a process known as “hardening” or “resilience
engineering” [7,70], aiming to improve robustness of vulnerable
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elements only. However, Holling [17] pointed out that increasing ro-
bustness in one area of a system can inadvertently cause fragility in
another, as observed for both ecological systems and electricity net-
works. Focusing too much on robustness may lead to fragility or brit-
tleness, as a network may become too specialized in withstanding a
single type of event at the expense of general resilience [71]. While
Argandeh et al. [56] see robustness as a design consideration aimed at
specific components and specific hazards, in their understanding resi-
lience is concerned with whole system operation, i.e. the network
control system and human management and exhibits attributes like
flexibility and agility to cope with external threats.

Along with improving robustness, increasing the redundancy within
a system can make it also more resilient to threats. Common cause
failures greatly reduce a power systems resilience as it becomes more
susceptible to new outages, and has fewer assets or resources available
while experiencing a perturbation [66]. A single event or contingency
may leave the system in a state where one key element is damaged or
destroyed but the network as a whole is still functioning, a state known
as N-1 secure. Network design can also play a big role in offering al-
ternative routes, with certain nodes becoming more or less vulnerable
depending on the number of routes they support. At this point it is
important to have spare hardware, whether by doubling-up on certain
components or by using elements with the capacity to cover multiple
tasks, allowing them to take over the role of the damaged element [72].
Redundancy and the ability to recover as quickly as possible is key as
damage to a two or more key elements may result in a blackout. The
importance of speed of recovery was similarly stated by Hughes [73],
who describes resilience as mean time for recovery from a state of stress
to a normal state and by Ton and Wang [74], who define it as the ability
to withstand and recover rapidly from disruptions.

2.2.3. Reliability and adaptive capacity

Reliability is an important consideration in power system resilience
as they must be able to provide sufficient electricity to meet the needs
of consumers on a consistent basis. To maintain this output, generation
must have adequate capacity and be fed with a steady supply of energy,
achieving energy security [75]. Any system reliant on imported fuel is
at risk from a number of external factors including price volatility,
geopolitical changes, reductions in production and policy measures
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Fig. 1. Comparing common features of rural and urban/national power systems.

such as widespread carbon pricing [76,77]. Similarly, any system that is
too dependent on any one particular energy source leaves itself even
more exposed to those external factors. The consequences of over-
reliance on hydrocarbons is perfectly illustrated by the impacts of the
1973 OPEC oil embargo on the US economy at the time [78]. Fossil
fuels have shaped national power systems, pushing towards highly
centralized and interconnected mega-grids, leading to the efficient use
of high density fuel sources, but with less resilience as issues can more
easily propagate through the single system and the loss of a generation
facility is felt more strongly. Rather than the top-down model of tra-
ditional centralized systems, O’Brien [79] argues there must be a move
towards de-centralisation. In addition to this, diversification and the
addition of non-exhaustible energy resources into the energy mix are
essential steps to increasing energy security and power system resi-
lience [80-82].

However, as with hardening methods, there are trade-offs.
Redundancy is costly and inefficient when implemented excessively or
without careful planning, as it can lead to a large stock of components
that are underutilised in normal conditions, giving low returns on in-
vestment. Rather than withstanding an attack through brute force, i.e.
using hardening methods or increasing redundancy, O’Brien & Hope
[35] emphasize the importance of intelligent adaptation and learning
capacity due to its ability to increase both overall resilience and effi-
ciency. This smart approach applies to both the physical systems
themselves as well as to management. Resilience is achieved through
intelligent institutional leadership which must be sensitive to rapid and
pervasive changes and be prepared to face them effectively [83]. There
are limitations to flexibility. Intelligence means understanding when to
use resources in a creative manner to cope with a novel threat, but also
knowing when the system needs a significant upgrade in design or
operation. Hughes [73] states that when faced with novel or more
prolonged events it may not be possible to return to the original state.
In this case the system must either continue to function in a damaged
state or adapt to form a new normal, but Hughes points out that the
choice of whether to be agile and deal with certain events as they occur
or to adapt the system to a new normal is primarily dependent on
technical and financial feasibility. And even this can then take time.

223

2.2.4. Efficiency

The efficiency of a system will have a direct impact on its resilience
[76]. Cost minimisation makes long-term maintenance achievable
while addressing the issue of inclusivity by ensuring that even the most
vulnerable can afford at least basic service [84-87]. Despite the range
of resilience measures currently or theoretically available, Panteli &
Mancarella [66] argue that at a pragmatic level, these measures come
down to what the system its owner can afford to withstand. On the
consumer side, a resilient power system must be able to supply elec-
tricity at an affordable price so the ability to reduce running and set-up
costs is essential. Greater efficiency is also needed to increase the up-
take of renewable sources, where intermittency and relatively low en-
ergy densities are an issue. In these cases, minimising electricity waste
through better end-use behaviours, demand side management and in-
telligent distribution and control systems are the key to scaling up and
turning renewable options into a viable solution [88-90]. In the end, an
optimal design should aim to provide a service with standardized and
appropriate levels of quality at minimum cost [84].

2.2.5. Long-term strategic planning

Human shortcomings including the tendency to discount environ-
mental risks or to address cognitive dissonance by changing our beliefs
rather than actions, also affect the ability to comprehend and deal with
long-term, wide ranging issues like climate change on all levels, from
operational management to policy [91]. On a macro scale, decision
makers must consider resilience into their long-term planning. A key
challenge faced by policy makers and stakeholders is to recognise the
signals of impending change and to come up with solutions that can
transform the current system before it is subject to change that it cannot
respond to in time [76]. Current events perfectly exemplify this point.
The drive to integrate more renewable sources into national energy
portfolios is an attempt to transition to power systems that are resilient
to future the challenges related to climate change and the depletion of
hydrocarbon resources [92].

An example of some of the common differences between rural and
national scale power systems is shown in Fig. 1. The extent to which
some of the resilience qualities discussed above, such as redundancy or
automation, can be successfully applied will differ based on the
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configuration or characteristics of rural power systems. A more detailed
look at the unique needs of rural systems is provided in the following
section.

2.3. Resilience definitions for a rural context

Though certain criteria must be met for any power system to be
classed as resilient, rural settlements, especially those in emerging
economies, will have unique social, economic and political character-
istics which will determine the level of performance deemed acceptable
by the community and other stakeholders. For example, where a large,
developed city may have a zero tolerance attitude towards blackouts, in
developing rural areas short periods of blackouts may be deemed ac-
ceptable or even normal. The marginal cost of ensuring perfect relia-
bility may make electricity unaffordable to consumers which negatively
impacts the long-term resilience of the power system. Rural areas are
far less homogenous than urban cities, making the task of producing a
universally applicable framework more difficult. This section seeks to
examine common power system resilience qualities through the lens of
a rural setting, allowing a more tailored analysis of resilience in such
cases.

2.3.1. Rural-specific conditions and needs

The local landscape and local needs will determine the most ap-
propriate technologies and therefore the resilience of the community
and power system. Rural areas may be relatively dense with con-
centrated populations or extremely remote with dispersed populations
that lack access to infrastructure services, markets and information
[93]. This has implications for the feasibility of different power solu-
tions [94-96]. For example, grid extension is only possible where load
concentrations are high enough to be economically viable. Even then,
the main supply may still be unreliable or the generation capacity not
sufficient, as is the case in many developing countries.

More remote areas may have better success with off-grid or micro
grid solutions which, compared to expansion of legacy modern power
systems, provide economic and environmental benefits that enhance
resilience [97]. The use of such a configuration facilitates the uptake of
renewables addressing the resilience concerns of security, long-term
sustainability and self-organization [98]. An isolated or “islanded”
system avoids the high cost of an expansion over long distances to serve
sparse loads, protects from damage spreading from other areas of a
centralised network and gives a local community ownership and some
form of control. At the same time these distributed generation assets
can also be made suitable for future grid connection as a basic infra-
structure building block [99]. This is an important consideration as
these systems need the ability to adapt to changing conditions in the
future, since rural settlements in developing countries are often subject
to micro and macro demographic changes including growth and mi-
gration, as well as changes in energy usage and behaviour. Further-
more, it is plausible that energy requirements will increase considerably
because quality of life and economic status improve after the initial
introduction of basic electricity provision and some studies have shown
a greater dependence on electricity after initial connection also related
to increasing income [100,101]. Therefore, for a rural system to be
resilient it must be able to able to adapt to meet future demand.

On the other hand, it must be noted that centralisation is not always
a threat to resilience. For example, in the 2004 Indian Ocean Tsunami,
power system damage was mostly limited to certain elements located
near the coast. This was largely due to a centralized power network
where the supply network (i.e. power plants, major transmission lines
and grid substations) originated from inland and branching out toward
the coast [102].

2.3.2. Affordability
Compared to other resilience qualities, affordability carries a higher
weighting in rural areas of emerging economies. On the consumer side,
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large upfront costs are a considerable barrier to electricity uptake, both
on an individual level for household connections and on a community
level [86]. It can be argued that no electrification project can survive or
thrive without the accompaniment of well-designed financial and sup-
port mechanisms, providing initial support and continuous service
support to the community [96]. This extends to more general financing
services that provide alternative funding, banking solutions and pay-
ment methods [6]. Unbanked populations often face higher relative
transaction costs when paying for a service [103]. This lack of for-
malized or automated payment methods can also lead to greater losses
on the part of the utility provider due to users defaulting on payments.

As a business model, providing electricity to remote rural settle-
ments is both a huge opportunity and a risk, as while the size of the
potential market is large, the affordability amongst customers is low so
finance must come from a mix of sources including customer service
payments, government subsidies, loans (i.e. from banks and other len-
ders), equity from villagers and contributions from donor organizations
[104,105].

2.3.3. Self-sufficiency and self-reliance

Self-organization and the ability to function without subsidies or
constant external inputs is an important quality [43], however, in a
rural setting it may not be realistic to evolve straight to full self-suffi-
ciency. Yet, power systems must be viewed in a larger context. Devel-
oping local industries ensures a high enough demand for electricity to
make these feasible, and provides consumers with a means to generate
the income needed to afford the service. Generating markets for elec-
tricity leads to higher rates of return on investment for electrification
projects [106], so simplifying the access to subsidies and credit is a key
component of promoting market formation [104]. A resilient power
system must have the financial capacity to run itself, and in the rural
context cost becomes a major limiting factor when choosing an ac-
ceptable trade-off between how critical resilience is in a particular
system element, and what it costs to get the “biggest bang for the buck”
[70].

Furthermore, in small rural communities there is arguably less of a
separation between human and engineered systems due to the need to
manage them within a community. Where the majority of people in
developed urban centres rarely think about the running of key infra-
structure and critical services, but expects them to run without fail in
the background, individuals in a smaller rural community are aware
that external support for maintenance and repair may be unreliable and
that problems must often be solved with only the members and re-
sources available locally. The lack of established electricity service
providers as well as the need to maintain and improve self-reliance and
a sense of control within the community means that resilience thinking
should be inclusive and account for multiple points of view [39]. Dif-
ferent stakeholder groups prioritised different factors based on their
roles, interests and experiences [21] which can lead to gaps in identi-
fying vulnerabilities within a power system. Therefore, involving a
wide range of stakeholders allows more weaknesses to be identified and
corrected.

Beyond that, the way in which such programmes are managed will
have a big impact on their success. A strictly top-down approach to
implementing local power infrastructure may fail to account for
household behaviours while a bottom-up may lack specialist skills and
technical expertise. These two approaches must be carefully balanced —
rural communities are self-reliant and independent, but this same at-
tribute may make residents resistant to organised efforts to make
changes within the community [107]. However, already a collective
assessment process can generate community awareness and contribute
to community members working together towards shared goals and
better resilience [107,108]. Similarly, O’Brien [79] argues that this
starts at the level of the household, and that community engagement,
education and inclusive management or governance are key to instilling
resilience values into the community. A feeling of ownership can
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further contribute to the willingness to play such a role.

2.3.4. Data access

Data access is a major hurdle when implementing complex systems
in remote rural locations [85]. The ability to accurately plan and
manage any electrification project is largely dependent on access to
data. Where narrow operating margins are vitally important, mis-
calculating the needs of the community can impact costs for both
consumers and operators. Policy makers are hindered by a lack of
funding and a lack of information about the factors that determine the
energy choices of rural consumers [109]. Energy demand is difficult to
gauge as traditional fuels are traded informally or, in case of fire wood,
collected for free from the local environment, with few reliable records
of transactions and total use [106]. Understanding these needs requires
systematic and careful distribution planning which includes the col-
lection and analysis of consumption data, spatial data and network
analysis to determine the most appropriate technologies [85]. This in-
formation allows for a more efficient and subsequently resilient rural
power system but also comes at a cost for project developers. Price-
performance of computing and sensor equipment continues to improve
at a near exponential rate but these smart monitoring technologies may
still be just out of reach for many remote locations, both in terms of cost
and due to the lack of expertise needed to manage these tools. A resi-
lience approach to these issues must focus on improving self-organi-
zation and intelligence within the system. Practically, this often re-
quires some input from partner organizations not only in installing and
financing the infrastructure but more crucially in disseminating the
knowledge required for successful long-term management of the power
system and in providing the training to customers and local technicians
that grows local expertise and fosters a sense of ownership and re-
sponsibility in the community [108]. Because of the cost and knowl-
edge limitations, self-organization in a rural context will have a
stronger emphasis on operational management and community re-
sponse and organization, rather than on automated diagnosis and re-
sponse systems.

2.3.5. Rural governance

The issue of governance in developing countries and rural com-
munities affects all facets of power system performance and community
culture. Trust, between community and institutions, and technology
developers and implementers, is an important and largely overlooked
factor that is critical for the successful implementation of technology
interventions [110]. Palit & Chaurey [111] found that biases against
renewable energy and distributed generation options by government
were hampering the effort to increase rural electrification. Another
common issue in developing countries is electricity theft which is
strongly related to the local social, economic and political environment
in place. Corruption enables theft and though this activity can be re-
duced using technical or engineering methods, the financial limitations
often make solutions like automated network monitoring unfeasible
[112]. Encouraging self-policing within rural communities or enabling
cooperative run rural electrification projects, is often a more practical
method for stopping theft and increasing accountability [113,114].
However, this is dependent on the existence of appropriate institutional
models and the right balances and checks if coercion and co-option by
local power brokers is to be avoided [111].

Furthermore, alike in developed countries, the time, effort and cost
required to change mature energy systems, at a holistic level, are a
major barrier. In this sense, developing countries may have an ad-
vantage in being followers and able to learn from existing best-prac-
tices. Where financial limitations can be overcome, regions may have
an opportunity to implement resilient systems from the outset [79].
Similarly, a smaller population size increases the chance of the suc-
cessful uptake of positive household practices within the community.
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2.4. Insights from related frameworks

A framework has to be grounded based on knowledge from the
existing literature and is achieved by collecting, critically assessing and
organizing the important factors from the range of different ap-
proaches, and finally producing a summary and display of the relevant
findings [115]. For the framework proposed in this paper, by building a
clear understanding of resilience, it is possible to produce a hypothesis
of what a resilient rural power system is in terms of the qualities it
should express, features it should have and how the different parts of
the system should relate to each other. This hypothesis can be trans-
formed into goals for communities or projects to aim for and can act as
a benchmark against which to assess the system’s current performance.

A key goal for any framework is to be useful, so it is important that
the qualities identified by the framework are measurable and compar-
able across multiple case studies or against the bench-mark model.
Defining resilience is relatively simple, despite the seemingly large
variety of existing definitions as shown above. The more challenging
task is operationalizing the chosen definition to allow communities to
adapt to changing conditions in the most appropriate way for their si-
tuation [116]. For each resilience quality, one or more quantitative or
qualitative indicators can be used to give a measure of resilience in that
area. Multiple indicators can finally be combined to form an aggregate
score that is succinct, easily communicated and reflective of overall
resilience. In the following an overview of past frameworks that cover
some of the domains addressed here are presented.

Madni & Jackson [70] state that the goal of a framework is to guide
the attention of operational management, decision makers and other
stakeholders towards key concerns such as: which elements of a system
are affected by threats, where resilience improvements are most needed
and what methods are appropriate for achieving resilience goals? This
can be achieved by identifying the important factors and variables, the
interrelationships between them and what information to be collected
and analysed [117]. The National Research Council [116] argues that a
resilience framework must be replicable, analysable, scalable and
usable. Most importantly, the results of the analysis should be in-
corporated into the communities and systems entailing the need for a
carefully thought out communication strategy. Overly complicated,
technical or sophisticated tools and indicators may confuse rather that
aid decision maker and management, failing to help decision making
about resource allocation and other actions.

In the following two sections an overview of related frameworks,
from academia and from practice are presented.

2.4.1. Related frameworks proposed by previous research

An approach common in research on risk or hazards is to measure
resilience based on the probability of events and their consequences.
The relevant threats are identified, and likelihood and expected damage
or disruption is calculated for each of them. In this way the final resi-
lience metric can be defined as the probability density function of a
given threat and consequence [12], where a more resilient system will
have a lower probability of experiencing serious damage from a stress
event. In contrast, Bruneau et al. [30] equate loss of resilience, with
respect to a threat, to the size of the expected degradation in quality
(probability of failure), over time (i.e. time to recovery) which can be
quantified as a percentage of maximum performance. Similarly, Kwa-
sinski [118] uses reliability theory and the expected proportion of the
time that a system performs its required function, as a metric. Im-
portantly, this method is also able to account for the dependence on
other critical infrastructures as well as human decision making at sub-
optimal levels. On the other hand, Arghandeh et al. [56] make the ar-
gument that the duration of exposure to a hazard event is in fact more
important than the probability of the event when designing a resilience
framework. They argue that focussing on event probability is a risk
assessment approach but is not a crucial factor in resilience as a long-
lasting event will lead to more damage to a power system, requiring
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more of a real-time response, whereas a merely more likely event does
not.

Other studies have focussed on modelling as a solution. One ex-
ample of this approach is given by Panteli & Mancarella [66] who
propose a modelling framework that incorporates a combination of
weather and power components with a holistic system model to pro-
duce weather-affected system resilience indices, providing a quantita-
tive assessment platform for analysing its impact on quality. Still, be-
cause of its high stochasticity and multi-dimensional impact,
quantitatively measuring weather risks remains a challenge.

Expanding on the issue of quantifying resilience, Cutter et al. [27]
argue that many quantitative frameworks are unable to capture accu-
rately important social factors present at local level. Their disaster re-
silience of place model takes a holistic approach to measuring com-
munity resilience based on several elements including social, economic,
institutional, infrastructural and community capital with specific vari-
ables within these components assigned a numerical score representing
their positive or negative impact. Cutter et al. [27] point out that using
local data is always a preferable option, as national data are often
outdated or fail to capture the specific nuances of each case study.

Integrating social dynamics into any model is of high importance
but social factors can be difficult to quantify. A qualitative analysis
considering system structures, characteristics and features can be used
to compliment and explain the results of quantitative measurements or
can take the place of quantitative results when data is difficult to obtain
or completely unavailable [119]. In their framework, Walker et al. [29]
use their analysis of social ecological systems as a basis for making
resilience management decisions, viewing the issue as the need for
enabling social action. Using stakeholder involvement at every stage,
they build a conceptual model including antecedent conditions and key
functions and drivers. This can be followed by an analysis of the sto-
chastic events or threats impacting the system as well as stakeholder
visions of future resilience. The information gathered from this process
allows a number of scenarios to be modelled, the results and outcomes
of which can be evaluated in terms of their policy and management
implications.

2.4.2. Related frameworks used in practice

Unlike academic frameworks that provide conceptual bases for
understanding and assessing resilience but are not always fully refined
for real world implementation, this section provides an overview of four
practical frameworks that cover aspects of this work.

Constructing a resilience index for the enhanced critical infra-
structure protection program by the Argonne National Laboratory [11]
framework looks at resilience of critical infrastructure and key resource
assets and is aimed at project owners and operators. The index provides
a method to assess the system’s ability to withstand specific threats and
its ability to recover and resume normal operations. Importantly, it
provides a standardized platform which allows operators to compare
the resilience of facilities and key assets against other similar cases.
Resilience is viewed in terms of three qualities; robustness, re-
sourcefulness and recovery. As method it uses a questionnaire, and data
can be collected on various components and sub-components for each
of these, making up five levels of increasing specificity. These values are
aggregated into each following level using the weighted sum of the
level below to produce a resilience index in the range 0-100 allowing
assessors to identify the most effective actions out of a selection of
possible measures intended to increase system resilience.

The conceptual framework for developing resilience metrics for the
electricity, oil and gas American sectors, was designed by Sandia
National Laboratories [12] to inform planning, operations and policy
changes for energy infrastructure. Here, a risk-based approach is taken,
aimed at understanding the expected consequences from various threats
or disturbances. The focus was on both the impact on the system itself
and on the social implications of changes in its performance. Stake-
holder feedback is used to select most relevant metrics based on hazards
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specific to them. The expected threats and level of disruption for each of
these are modelled in relation to a system’s performance. The models
provide data on changes in its outputs which are later tied with social
implications to produce the final resilience metric represented as a
density function showing the probability of certain consequences, given
different threats.

The Energy Sector Management Assistance Program [13] frame-
work “Beyond Connections, Energy Access Redefined” aims to assess
energy access across various community institutions, allowing stake-
holders to view baseline performance and set targets for improving
energy access. Its focus on combining technical factors with social im-
plications on a rural scale is directly applicable. Furthermore, many of
the factors considered are directly relevant to resilience such as af-
fordability, quality and level of service, reliability, and legality. Ad-
ditionally, it uses a multi-tier measurement method, where 8 attributes
are selected to determine energy supply and impact on individual users.
Attributes are assessed for a given source of energy and each is placed
into one of 6 tiers depending on performance. The overall level of en-
ergy access is represented as an index calculated by averaging the tier
ratings across the different energy services. Data is collected from both
the demand side and the supply side via surveys and questionnaires, for
which an attempt is made to be technology and fuel neutral.

The Arup [120,121] City Resilience Index framework seeks to assess
resilience and to measure relative performance over time. It is designed
primarily for city governments, but also for other stakeholders, and
takes a holistic view of the factors and interrelationships that affect
resilience with a strong focus of integrating more vulnerable groups.
Though this it is aimed at city resilience, certain aspects, such as the
complete approach that combines technical, social, economic and en-
vironmental factors, or the methods for assessing infrastructure and
critical services, could potentially be adopted to look at rural scales.
The City Resilience Index uses 52 indicators which are assessed through
156 questions, drawing upon both qualitative and quantitative data.
These are assigned scores and aggregated, however findings are pre-
sented graphically in relation to the 12 goals rather than as a single
overall score.

To summarise, all the above mentioned frameworks provide valu-
able learnings for the creation of the one proposed in this paper. So, for
instance, aside from the risk-based approach, some form of aggregation
was used by each of them. They also show that during the design of the
framework, a balance must be found between quantitative methods,
which enable replicability and comparison between cases, and quali-
tative methods which allow for a subtler understanding of the full range
of issues. The latter can be lost in quantitative research. Flexibility is
another important consideration. Hence there is a trade-off in designing
a widely or universally applicable framework as no two cases are ever
identical. Thus, having a degree of flexibility when selecting indicators
or specific metrics may be useful, as it allows the assessment of the
same general resilience qualities based on the available data. A similar
effect can also be achieved using weighting indicators based on their
relative importance. Finally, it must be stressed that all approaches use
surveys as a means to gather data from a range of stakeholders, em-
phasizing that this is not purely a technical assessment but requires a
socio-technical perspective.

3. Results: resilient framework development

The in-depth review of the resilience literature and the experiences
obtained from analysis of past frameworks resulted in a list of resilience
attributes that form the basis for addressing two key question: What are
the most important requirements for rural power system resilience from
both an operational standpoint and a community standpoint? and
leading to a holistic rural power system resilience framework focused
on the particular situation of emerging economies. As presented in
Fig. 2 and described below, it accounts for the technical, social-poli-
tical, economic and environmental concerns (divided into technical,
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Fig. 2. Proposed framework for rural power system resilience.

social and economic categories for simplicity) that affect rural com-
munities in emerging economies.

3.1. Resilience in rural power systems: technical component

Technical resilience examines the performance of power system
infrastructure as well as its operational management in supplying en-
ergy to customers. Qualities included here are: robustness, reliability,
efficiency and long-term performance.

The first one is robustness, as to be resilient, a rural power system
must be robust enough to cope with or absorb stress [20,28], allowing it
to withstand acute threats such as natural hazards and human attacks as
well as long term threats like climate change. It includes minimising the
time taken to recover from high impact, low probability events [30]
and applies to design considerations to decide where to apply hard-
ening methods or infrastructure reinforcement to reduce the systems
susceptibility to extreme events [7,56].

A number of additional qualities can be viewed as subsets of ro-
bustness as they contribute to the ability of a power system to survive
the impacts of a threat. These include intelligence, redundancy and
security. In a rural context, intelligence applies mostly to the human
component of the system — rather than the widespread use of automa-
tion — on reliance on self-organizing systems although it has been
shown that smart grid technologies can be used effectively and

affordably in rural systems in certain situations [122]. Training local
management and personnel in resilient operation and emergency re-
sponse procedures should be the priority [83]. Intelligent management
should have the flexibility, agility and creativity to make use of avail-
able assets to deal with threats, and to prepare for them by modelling
and planning for different future scenarios. Redundancy ensures that
alternative options exist in case of damage to a system element [66] and
is directly related to resourcefulness which allows the system to max-
imise the number of assets and possible actions available to deal with a
threat. Finally, the security of the system should be enhanced by pro-
tecting key assets from human tampering and preventing electricity
theft via illegal connections [123], and having a diverse mix of energy
sources including renewables or sufficient backup generation [76]. In a
rural context, these physical and governance issues are of greater
concern than cyber-security.

The second point, reliability, translates in a rural context to pro-
viding a level of service quality that meets the specific needs of a
community of users at the minimum cost, i.e. the level of reliability
must be appropriate. This may not necessarily require 24-hour provi-
sion as some degree of rationing or load shedding may be perfectly
acceptable to the community in question, and may be necessary to
protect the grid in certain situations. Adaptive capacity is a major factor
in achieving continued reliability over time [26,32]. The introduction
of electricity to previously unserved communities drastically changes
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usage habits over time as households take up more energy intensive
appliances, whether consequentially or because of education and active
promotion. Moreover the growth of local industries over time leads to
greater load demands and a lower tolerance for blackouts [100,124].

Furthermore, efficiency, as operational cost is a major limiting
factor when implementing resilience measures in the context of rural
locations. This makes efficiency a critical consideration, but beyond
this, quality of service must also be appropriate to the customer base
[84]. This requires accuracy in data about customer needs and beha-
viour, in load analysis to match electricity demand and supply as clo-
sely as possible and in geographic location to minimise connection in-
frastructure costs [85]. Automation, for instance, should be used only in
cases where it is essential or cost effective and redundancy of both
available assets and generation capacity must be carefully planned and
implemented to minimise cost [125]. To ensure the success of renew-
able energy systems, especially where an energy source is intermittent
or where storage is necessary, wasteful use of electricity should be
minimised as far as possible. This requires that generation, transmis-
sion, distribution and end-use is as efficient as possible [79,126].

Finally, long-term performance should be a key part of the planning,
implementation and adaptation strategies for rural power systems. Each
of the qualities mentioned above must be met in a way that ensures the
it has a sufficiently long lifespan to allow the community to meet its
social and economic resilience goals (see Section 2.3).

3.2. Resilience in rural power systems: social component

Social resilience is concerned with social welfare and governance, as
well as environmental preservation, and is split into four categories:
maximise access, engage community, social services and long-term
development.

First of all, a resilient rural power system should aim to maximise
access to electricity within the community with an added focus on
ensuring service for the most vulnerable members. Having the largest
possible customer base ensures providers can generate the income
needed to cover starting and running costs while ensuring that benefits
of electrification are felt by all in the community and furthering the
development goals associated with universal electrification [85,124].

In addition, engaging communities is necessary to ensure that the
service provided matches the needs of the target them and should be a
give-and-take, where information is sought from it to make the project
appropriate and knowledge and skills are imparted to enable the
community. Local consultations at all stages of the project are essential
and should include individuals and community comities, as well as the
involvement of local organizational structures [85,127]. Additionally
the aim should be to enable the personal development of individuals
within it through knowledge and skill transfer. This must be done with
a long term view as the turnover of experienced personnel can hinder
the effective transfer of experiential knowledge over time. Providers
and local government should encourage long-term management struc-
tures, redundancy of trained personnel and should maintain links with
communities even after project handover [128].

Furthermore, a resilient rural power system should lead to better
social services, leading to improvements in education and healthcare by
providing reliable electricity to key facilities like hospitals, schools,
community centres. Enabling social services will often require strong
partnerships with government and utility providers to include in-
tegration of rural electrification with rural development [124,129].
This is also directly linked to access to ICT infrastructure, for example
through access to charging mobile phones and smart phones.

And, finally, as a long-term development component, another aim
should be to improve social welfare by protecting and maintaining the
natural environment and allowing more sustainable use of natural re-
sources, as well as improving living and working environments by
providing cleaner energy and appliances for household use [130,131].
As with technical resilience, all of the social resilience qualities must
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work towards improving long term development for the community.
Successful adaptation is needed to serve the community long into the
future by continually adjusting to changing needs and conditions.

3.3. Resilience in rural power systems: economic component

Economic resilience looks at the financial health of power system
and the utilities providers focusing on initial investment, running costs
of operation and management and finance options available for both
infrastructure and the community. In addition to this, economic resi-
lience also covers the economic benefits to the community from having
a resilient power system. Qualities included here are: finance, enable
local markets and long-term growth.

To begin with, the success and resilience of rural power systems is
dependent on available finance. Having access to capital for initial in-
vestment and to cover revenue expenditure for operation and man-
agement of infrastructure is necessary. The system should aim to be
self-sufficient in the long run, but funding or aid options should always
be available to deal with emergencies or to cover adaptation costs. In
cases were costs make rural connection unattractive to a private utility,
government subsidies must be used to create the right incentives for
rural electrification. Studies have shown that subsidies are more suc-
cessful when used to incentivise investment rather than aid consump-
tion [129]. Providers can still make finance options available to the
community for help with initial connection and lifetime service costs,
e.g. pay as you go schemes.

Furthermore, it requires a long-term view and so any power system
should enable the creation and expansion of local businesses, markets
and industry with a focus on sustainable economic growth. Raising
average income means that individuals and small business can afford
the service ensuring a consistent influx of income needed to run and
improve the system [93,96,104,106]. Alike the social and technical
components, all aspects of economic resilience should be planned with
long-term growth in mind.

To summarise, these three categories with their components can
help to describe whether a system is resilient or help with the design of
resilient systems. Still, although qualities have been separated into
different categories, it is important to note that in any dynamic system
there will be significant overlap between factors [27]. For example,
maximising electricity access provides social benefits to members of the
community by using modern energy to improve quality of life and the
natural environment, but also provides economic benefits by ensuring a
wide enough customer base to cover the system’s running costs. Simi-
larly, knowledge and skill transfer affect technical resilience by en-
abling quality management, operation and maintenance of power in-
frastructure, as well as economic resilience by introducing management
techniques that can be applied to local industries and social resilience
by enabling personal education and development. One of the most
important factors is long-term sustainability which is a key requirement
for technical, social and economic resilience.

3.4. Operationalization of the indicator framework

3.4.1. Defining case-specific indicators to measure resilience

The ultimate aim is to direct focus to areas that are in need of im-
provement. Thus the exact values for various indicators are less im-
portant than the overall picture they provide about the resilience of the
system and the community. Scores should be based on the relative
success of a particular indicator in enhancing community resilience,
whether relative to a chosen baseline or the past performance of a
particular system. The scores can be estimated through collaboration
with local stakeholders, for example in workshops or interviews to
gather input from a range of actors and views.

Managing the complexity of resilience analysis was an important
consideration when forming the rural power system resilience frame-
work. Heterogeneity between rural case studies is considerably greater
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Table 2
Indicators for technical resilience.
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Table 4
Indicators for social resilience.

Resilience qualities/sub-qualities Indicators

Qualities Indicators

Robust Overall severity of impact

Robust Affected elements & components

Robust Number of households affected

Robust Hardening measures implemented

Robust Power system configuration

Redundancy Available energy sources/generation
methods

Redundancy Number of service connections able to
handle entire load

Redundancy Replacement inventories

Intelligence, reliable
Intelligence, efficiency

Damage assessment methods
Data availability on electricity usage and
state of the system

Intelligence, long-term performance Scenario/contingency planning

Security Security/protection measures

Security Local availability of tools/expertise to
address damage

Reliable Recovery time (basic services, full
capacity)

Reliable Load shedding

Reliable Maintenance practices

Efficiency Load factor

Cost-effective Average consumer cost of electricity

Appropriate Capacity

Long-term performance
Long-term performance, security

Estimated lifespan of generation plant
Use of renewable energy resources

than when assessing urban or national power systems. The collection of
resilience proxies must be sufficiently reduced in order to arrive at the
most important factors that are relevant in any case, especially when
attempting to create a resilience framework that is generally rather than
specifically applicable. Refining the metrics to identify only the key
components also addresses the issue of data availability commonly
faced by power projects in a developing country/rural setting.

Under the proposed framework, a total of 42 indicators were chosen
as measures of the different system qualities with 21 indicators for
technical resilience, 8 for social resilience and 13 for economic resi-
lience. Tables 2-4 show these qualities with examples for each corre-
sponding indicator.

3.4.2. Example for the application: definition of thresholds to capture local
conditions

Once the indicators are defined, it is also crucial to define thresh-
olds. By scoring each indicator along a range representing the highest
and lowest levels of resilience, it is possible to form a baseline level of
resilience and to track improvement over time. For simplicity, the

Table 3
Indicators for economic resilience.

Resilience qualities Indicators

Capital finance Subsidies available for rural power system
projects

Sources for initial investment

Subsidies received quantity

Time to receive aid after disaster

Capital finance
Capital finance
Emergency aid

Self-sufficiency Sources of funding/aid available for
rehabilitation

Self-sufficiency Estimated payback time

Self-sufficiency Revenue, profit

Self-sufficiency Subsidies received frequency

Community finance Customer views on affordability

Self-sufficiency No. of defaults on service payments

Finance options available to cover
connection/monthly service costs

Avg. % of income spent on electricity bills
No. of new local businesses due to
electrification

Community finance

Community finance
Enable local markets, long-term
growth
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Connected households

Provision of options for vulnerable community
members

Existence of Knowledge & skill transfer

Main sources of income/livelihoods
Assessment of community needs

Local management and operation personnel
Technology uptake by community

Benefits for healthcare and education facilities

Maximise access
Maximise access

Engage the community
Social services

Engage the community
Knowledge and skill transfer
Long-term development
Social services

continuous scale can be divided into a few categories or tiers, in this
case weak, acceptable and strong. To achieve this, boundary thresholds
for each categorisation of a given indicator should be decided based on
stakeholder feedback on what performance would be considered poor,
acceptable or high. These can be either quantitative or qualitative as
shown in Table 5. The highest ones should be realistic and achievable
based on the resources available to the system under assessment. Past
performance during previous threats can help to inform the lowest
thresholds, especially where there has been catastrophic failure to some
elements.

The definition of the indicator threshold is a crucial process for itself
and requires an understanding of the local conditions to identify what
can be achieved. While this paper does not provide insights on the
specification of these thresholds, it provides a set of indicators that can
help describe resilience.

4. Conclusions

In this paper, a resilience framework for rural power systems in
emerging economies was presented. This framework features twenty-
one indicators for technical resilience (listed in Table 2), eight in-
dicators for social resilience (listed in Table 3), and thirteen indicators
for economic resilience (listed in Table 4). Unlike past resilience fra-
meworks in both academia and practice that have been developed for
urbanized, developed regions, and yet still also deployed in rural areas
of emerging economies, this work addressed the specific circumstances
associated with the latter. Furthermore, it went beyond the quantifi-
cation of solely economic and technological factors but also covers
social ones. A wide range of relevant factors, from definitions of resi-
lience in general, to aspects relating to the energy-related issues and to
the rural conditions found in countries of interest have been used as a
basis. The benefits of this work are that it will provide a diverse range of
stakeholder (including system owners and operators, policy makers,
NGOs, communities) a comprehensive solution with which to design,
build, operate and maintain rural power systems in emerging econo-
mies, and also in the consideration of important issues that go beyond
only energy technology dimensions. Furthermore, the importance of
this work lies in the fact that it provides a pathway for the creation of
appropriate and effective future resilience standards specifically tar-
geted for application in these regions - aiming to achieve the delivery of
global and local sustainability goals.

Besides, three conclusions can be drawn from this research.

Firstly, power-system resilience is a broader issue that includes
beyond technology-only considerations. While these are still engineered
solutions, the review shows that social and economic aspects play a
crucial role, and cannot be neglected in the development of future re-
silience frameworks or quantification approaches.

Secondly, when power systems are designed it is necessary to un-
derstand the local circumstances. As many of the factors outline require
the knowledge that only locals may have, this will requires that relevant
systems are not designed from behind desks that are thousands of miles
away from the sites but physical presence and direct on-site analysis.
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Table 5

Examples of thresholds for two resilience indicators.
Indicator Weak Acceptable Strong
Generation capacity < 75kW 75-150 kW > 150 kW

Technology uptake by
community

Basic lighting/mobile phone
charging facilities

Effective use of electrical appliances, e.g. refrigerators,
electric stoves, televisions in most households

Increase commercial and industrial loads by
enabling productive end-use technologies

This is necessary not only for appropriate data gathering, but also for
directly involving the local stakeholders, who will also hold a lot of the
data and be a part of the energy system being designed — as both users
and as experts. This means that solution providers will either need to be
in the field or work together with local agencies or NGOs that bring the
right stakeholders together in the design of resilient systems.

Finally, since resilient systems depend as much on the quality of
social and economic aspects as they do on technology, it is important to
design such systems as well as future quantitative frameworks from the
beginning with all these components in mind. This implies a move away
from an approach where energy-technology solutions are implemented
without further consideration, towards an approach where holistic so-
lutions are designed, established and delivered that are supported by a
whole socio-technical system around them that helps to maintain them.
For policy makers or development agencies this means that they should
request solution providers to articulate how they aim to achieve all of
these aspects, beyond technology-only issues and considerations.

Acknowledgements

We are grateful to the anonymous reviewers for their useful com-
ments and suggestions, which have greatly improved the manuscript.
This work was supported by the UK Engineering and Physical Sciences
Research Council (EPSRC) [grant number EP/P004709/1. The work
was also supported by the Department for International Development
(DFID) through the Royal Society-DFID Africa Capacity Building
Initiative. Data supporting this publication can be obtained on request
from cep-lab@imperial.ac.uk.

References

[1] United Nations Department of Economics and Social Affairs Population Division.
World Population Prospects: the 2015 Revision, Key Findings and Advance Tables;
2015. http://doi.org/10.1007/513398-014-0173-7.2.

Foster V, Azuela G, Bazilian M, Sinton J, Banergee S, de Wit J, et al. Energy 2015.
https://doi.org/10.1596/978-1-4648-0690-2.

Kaygusuz K. Energy for sustainable development: a case of developing countries.
Renew Sustain Energy Rev 2012;16:1116-26. https://doi.org/10.1016/j.rser.
2011.11.013.

Fullerton DG, Bruce N, Gordon SB. Indoor air pollution from biomass fuel smoke is
a major health concern in the developing world. Trans R Soc Trop Med Hyg
2008;102:843-51. https://doi.org/10.1016/j.trstmh.2008.05.028.

AFDB. African Development Report 2015 - Growth, Poverty and Inequality Nexus:
Overcoming Barriers to Sustainable Development; 2016.

Kanagawa M, Nakata T. Assessment of access to electricity and the socio-economic
impacts in rural areas of developing countries. Energy Policy 2008;36:2016-29.
https://doi.org/10.1016/j.enpol.2008.01.041.

Venkata SSM, Hatziargyriou N. Grid resilience: elasticity is needed when facing
catastrophes. IEEE Power Energy Mag 2015;13:16-23. https://doi.org/10.1109/
MPE.2015.2401492.

Chaudhary A. India is suffering one of its worst droughts in decades; 2016. http://
www.bloomberg.com/news/articles/2016-05-03/india-is-suffering-one-of-its-
worst-droughts-in-decades [accessed June 2, 2016].

Li X, Li D. Can night-time light images play a role in evaluating the Syrian Crisis?
Int J Remote Sens 2014;35:6648-61. https://doi.org/10.1080/01431161.2014.
971469.

Bahadur A, Lovell E, Wilkinson E, Tanner T. Resilience in the SDGs; Developing an
indicator for Target 1.5 that is fit for purpose. UK: Overseas Dev Institute; 2015.
Fisher et al. Constructing a resilience index for the enhanced critical infrastructure
protection program, vol. 53; 2013. http://doi.org/10.2172/991101.

Watson J-P, Guttromson R, Silva-Monroy C, Jeffers R, Jones K, Ellison J, et al.
Conceptual framework for developing resilience metrics for the electricity, oil, and
gas sectors in the United States. Sandia Nat Lab, Albuquerque, NM, USA. Tech Rep
SAND2014-18019; 2014.

Energy Sector Management Assistance Program (ESMAP). Beyond connections,

[2]

[3]

[4]

[5]

(6]

[7

—

(8]

[9]

[10]
[11]

[12]

[13]

230

[14]

[15]

[16]

[17]
[18]

[19]

[20]
[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

energy access redefined; 2015.

Moslehi S, Reddy TA. Sustainability of integrated energy systems: a performance-
based resilience assessment methodology. Appl Energy 2018;228:487-98. https://
doi.org/10.1016/J.APENERGY.2018.06.075.

Amirioun MH, Aminifar F, Lesani H, Shahidehpour M. Metrics and quantitative
framework for assessing microgrid resilience against windstorms. Int J Electr
Power Energy Syst 2019;104:716-23. https://doi.org/10.1016/J.1JEPES.2018.07.
025.

Zhou Y, Panteli M, Moreno R, Mancarella P. System-level assessment of reliability
and resilience provision from microgrids. Appl Energy 2018;230:374-92. https://
doi.org/10.1016/J.APENERGY.2018.08.054.

Holling CS. Resilience and stability of ecological systems. Annu Rev Ecol Syst
1973;4:1-23. https://doi.org/10.1146/annurev.es.04.110173.000245.

Simon HA. The sciences of the artificial, vol. 1; 1969. http://doi.org/10.1016/
50898-1221(97)82941-0.

Berkes F, Colding J, Folke C. Navigating social-ecological systems: building resi-
lience for complexity and. Building 2003:393. https://doi.org/10.1016/j.biocon.
2004.01.010.

Adger WN. Social and ecological resilience: are they related? Prog Hum Geogr
2000;24:347-64. https://doi.org/10.1191/030913200701540465.

ARUP. City resilience index. Research report Volume 2, Fieldwork data analysis;
2014.

Gallopin GC. Linkages between vulnerability, resilience, and adaptive capacity.
Glob Environ Chang 2006;16:293-303. https://doi.org/10.1016/j.gloenvcha.
2006.02.004.

Tang CS. Perspectives in supply chain risk management. Int J Prod Econ
2006;103:451-88. https://doi.org/10.1016/j.ijpe.2005.12.006.

Klibi W, Martel A, Guitouni A. The design of robust value-creating supply chain
networks: a critical review. Eur J Oper Res 2010;203:283-93. https://doi.org/10.
1016/j.ejor.2009.06.011.

Egli D. Beyond the storms: strengthening preparedness, response, & resilience in
the 21st century. J Strateg Secur 2013;6:32-45. https://doi.org/10.5038/1944-
0472.6.2.3.

Carpenter S, Walker B, Anderies JM, Abel N. From metaphor to measurement:
resilience of what to what? Ecosystems 2001;4:765-81. https://doi.org/10.1007/
510021-001-0045-9.

Cutter SL, Barnes L, Berry M, Burton C, Evans E, Tate E, et al. A place-based model
for understanding community resilience to natural disasters. Glob Environ Chang
Policy Dimens 2008;18:598-606. https://doi.org/10.1016/j.gloenvcha.2008.07.
013.

Folke C, Carpenter S, Elmqvist T, Gunderson L, Holling C, Walker B. Resilience and
sustainable development: building adaptive capacity in a world of transformations.
AMBIO A J Hum Environ 2002;31:437. https://doi.org/10.1639/0044-
7447(2002) 031[0437:RASDBA]2.0.CO;2.

Walker B, Carpenter S, Anderies J, Abel N, Cumming G, Janssen M, et al.
Resilience management in social-ecological systems: a working hypothesis for a
participatory approach. Ecol Soc 2002;6.. https://doi.org/10.5751/ES-00356-
060114.

Bruneau M, Chang SE, Eguchi RT, Lee GC, O’'Rourke TD, Reinhorn AM, et al. A
framework to quantitatively assess and enhance the seismic resilience of com-
munities. Earthq Spectra 2003;19:733-52. https://doi.org/10.1193/1.1623497.
Nelson DR, Adger WN, Brown K. Adaptation to environmental change: contribu-
tions of a resilience framework. Annu Rev Environ Resour 2007;32:395-419.
https://doi.org/10.1146/annurev.energy.32.051807.090348.

Walker B, Holling CS, Carpenter SR, Kinzig A. Resilience, adaptability and trans-
formability in social — ecological systems. Ecol Soc 2004;9:5. https://doi.org/10.
1103/PhysRevLett. 95.258101.

Fazey 1, Fazey JA, Fischer J, Sherren K, Warren J, Noss RF, et al. Adaptive capacity
and learning to learn as leverage for social-ecological resilience. Front Ecol
Environ 2007;5:375-80. https://doi.org/10.1890/1540-9295(2007)
5[375:ACALTL]2.0.CO;2.

Smit B, Wandel J. Adaptation, adaptive capacity and vulnerability. Glob Environ
Chang 2006;16:282-92. https://doi.org/10.1016/j.gloenvcha.2006.03.008.
O’Brien G, Hope A. Localism and energy: negotiating approaches to embedding
resilience in energy systems. Energy Policy 2010;38:7550-8. https://doi.org/10.
1016/j.enpol.2010.03.033.

Janssen MA, Bodin O, Anderies JM, Elmqvist T, Ernstson H, McAllister RRJ, et al.
Toward a network perspective of the study of resilience in social-ecological sys-
tems. Ecol Soc 2006;11:15.

Janssen MA, Schoon ML, Ke W, Borner K. Scholarly networks on resilience, vul-
nerability and adaptation within the human dimensions of global environmental
change. Glob Environ Chang 2006;16:240-52. https://doi.org/10.1016/j.
gloenvcha.2006.04.001.

Janssen MA, Ostrom E. Resilience, vulnerability, and adaptation: a cross-cutting
theme of the international human dimensions programme on global environmental


http://cep-lab@imperial.ac.uk
http://doi.org/10.1007/s13398-014-0173-7.2
https://doi.org/10.1596/978-1-4648-0690-2
https://doi.org/10.1016/j.rser.2011.11.013
https://doi.org/10.1016/j.rser.2011.11.013
https://doi.org/10.1016/j.trstmh.2008.05.028
https://doi.org/10.1016/j.enpol.2008.01.041
https://doi.org/10.1109/MPE.2015.2401492
https://doi.org/10.1109/MPE.2015.2401492
http://www.bloomberg.com/news/articles/2016-05-03/india-is-suffering-one-of-its-worst-droughts-in-decades
http://www.bloomberg.com/news/articles/2016-05-03/india-is-suffering-one-of-its-worst-droughts-in-decades
http://www.bloomberg.com/news/articles/2016-05-03/india-is-suffering-one-of-its-worst-droughts-in-decades
https://doi.org/10.1080/01431161.2014.971469
https://doi.org/10.1080/01431161.2014.971469
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0050
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0050
http://doi.org/10.2172/991101
https://doi.org/10.1016/J.APENERGY.2018.06.075
https://doi.org/10.1016/J.APENERGY.2018.06.075
https://doi.org/10.1016/J.IJEPES.2018.07.025
https://doi.org/10.1016/J.IJEPES.2018.07.025
https://doi.org/10.1016/J.APENERGY.2018.08.054
https://doi.org/10.1016/J.APENERGY.2018.08.054
https://doi.org/10.1146/annurev.es.04.110173.000245
http://doi.org/10.1016/S0898-1221(97)82941-0
http://doi.org/10.1016/S0898-1221(97)82941-0
https://doi.org/10.1016/j.biocon.2004.01.010
https://doi.org/10.1016/j.biocon.2004.01.010
https://doi.org/10.1191/030913200701540465
https://doi.org/10.1016/j.gloenvcha.2006.02.004
https://doi.org/10.1016/j.gloenvcha.2006.02.004
https://doi.org/10.1016/j.ijpe.2005.12.006
https://doi.org/10.1016/j.ejor.2009.06.011
https://doi.org/10.1016/j.ejor.2009.06.011
https://doi.org/10.5038/1944-0472.6.2.3
https://doi.org/10.5038/1944-0472.6.2.3
https://doi.org/10.1007/s10021-001-0045-9
https://doi.org/10.1007/s10021-001-0045-9
https://doi.org/10.1016/j.gloenvcha.2008.07.013
https://doi.org/10.1016/j.gloenvcha.2008.07.013
https://doi.org/10.1639/0044-7447(2002) 031[0437:RASDBA]2.0.CO;2
https://doi.org/10.1639/0044-7447(2002) 031[0437:RASDBA]2.0.CO;2
https://doi.org/10.5751/ES-00356-060114
https://doi.org/10.5751/ES-00356-060114
https://doi.org/10.1193/1.1623497
https://doi.org/10.1146/annurev.energy.32.051807.090348
https://doi.org/10.1103/PhysRevLett. 95.258101
https://doi.org/10.1103/PhysRevLett. 95.258101
https://doi.org/10.1890/1540-9295(2007) 5[375:ACALTL]2.0.CO;2
https://doi.org/10.1890/1540-9295(2007) 5[375:ACALTL]2.0.CO;2
https://doi.org/10.1016/j.gloenvcha.2006.03.008
https://doi.org/10.1016/j.enpol.2010.03.033
https://doi.org/10.1016/j.enpol.2010.03.033
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0180
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0180
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0180
https://doi.org/10.1016/j.gloenvcha.2006.04.001
https://doi.org/10.1016/j.gloenvcha.2006.04.001

C. Mazur et al.

[39]

[40]

[41]
[42]
[43]
[44]
[45]

[46]

[47]

[48]

[49]
[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

[58]

[59]
[60]
[61]

[62]

[63]

[64]

[65]
[66]
[67]
[68]

[69]

[70]
[71]
[72]

[73]

change. Glob Environ Change 2006;16:237-9. https://doi.org/10.1016/j.
gloenvcha.2006.04.003.

Olsson P, Folke C, Berkes F. Adaptive comanagement for building resilience in
social? Ecological systems. Environ Manage 2004:34. https://doi.org/10.1007/
s00267-003-0101-7.

Kaufmann M. Emergent self-organisation in emergencies: resilience rationales in
interconnected societies. Resilience 2013;1:53-68. https://doi.org/10.1080/
21693293.2013.765742.

Holland JH. Complex adaptive systems. Daedalus 1992;121:17-30. https://doi.
org/10.2307/20025416.

Holland JH. Hidden order: how adaptation builds complexity, vol. 75; 1995.
Lebel L, Anderies JM, Campbell B, Folke C, Hatfield-Dodds S, Hughes TP, et al.
Governance and the capacity to manage resilience in regional social-ecological
systems. Ecol Soc 2006;11. https://doi.org/10.5751/ES-01606-110119.
Tschakert P, Dietrich KA. Anticipatory learning for climate change adaptation and
resilience. Ecol Soc 2010;15:11. Artn 11.

Gunderson L, Holling CS, Pritchard L, Peterson GD, Munn T. Resilience. Encycl
Glob Environ Change 2002;2:530-1.

Markard J, Raven R, Truffer B. Sustainability transitions: an emerging field of
research and its prospects. Res Policy 2012;41:955-67. https://doi.org/10.1016/j.
respol.2012.02.013.

Geels FW. Technological transitions as evolutionary reconfiguration processes: a
multi-level perspective and a case-study. Res Policy 2002;31:1257-74.

van der Leeuw SE, Aschan-Leygonie C. A long-term perspective on resilience in
socio-natural systems. Work Syst Shock - Syst Resil 2000; World Scie 2014:1-32.
https://doi.org/10.1142/9789812701404_0013.

Cumming GS. Spatial resilience in social-ecological systems; 2011. http://doi.org/
10.1007-978-94-007-0307-0.

Perrings C. Resilience in the dynamics of economy-environment systems. Environ
Resour Econ 1998;11:503-20. https://doi.org/10.1023/A:1008255614276.
Hassink R. Regional resilience: a promising concept to explain differences in re-
gional economic adaptability? Camb J Reg Econ Soc 2010;3:45-58. https://doi.
org/10.1093/cjres/rsp033.

Whitehouse.gov. Presidential policy directive - critical infrastructure security and
resilience, PPD-21. The White House; 2013. https://www.whitehouse.gov/the-
press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-
security-and-resil.

UK Government. Emergency response and recovery. Emerg Response Recover;
2013. https://www.gov.uk/guidance/emergency-response-and-recovery.

Berkes F. Understanding uncertainty and reducing vulnerability: lessons from re-
silience thinking. Nat Hazards 2007;41:283-95. https://doi.org/10.1007/s11069-
006-9036-7.

United Nations. International strategy for disaster reduction. Terminology 2007.
Arghandeh R, Von Meier A, Mehrmanesh L, Mili L. On the definition of cyber-
physical resilience in power systems. Renew Sustain Energy Rev 2016;58:1060-9.
https://doi.org/10.1016/j.rser.2015.12.193.

Woods DD, Hollnagel E. Prologue: resilience engineering concepts. Resil Eng
Concepts Precepts 2006:1-6.

Ong AD, Zautra AJ, Reid MC. Psychological resilience predicts decreases in pain
catastrophizing through positive emotions. Psychol Aging 2010;25:516-23.
https://doi.org/10.1037/a0019384.

Flin R. Managerial resilience and safety: Vasa to NASA. In: 8th SPE int. conf. heal.
saf. environ. oil gas explor. prod. 2006, vol. 1; 2006. p. 483-8.

Cook RI, Nemeth C. Taking things in one’s stride: cognitive features of two resilient
performances. Resil Eng Concepts Precepts 2006:205-21.

Axelsson L. Structure for management of weak and diffuse signals. Resil Eng
Concepts Precepts, Ashgate, London, UK 2006:139-42.

Kinney R, Crucitti P, Albert R, Latora V. Modeling cascading failures in the North
American power grid. Eur Phys J B 2005;46:101-7. https://doi.org/10.1140/epjb/
€2005-00237-9.

Reed DA, Kapur KC, Christie RD. Methodology for assessing the resilience of
networked infrastructure. IEEE Syst J 2009;3:174-80. https://doi.org/10.1109/
JSYST.2009.2017396.

Ouyang M. Review on modeling and simulation of interdependent critical infra-
structure systems. Reliab Eng Syst Saf 2014;121:43-60. https://doi.org/10.1016/j.
ress.2013.06.040.

Godschalk DR. Urban Hazard mitigation: creating resilient cities. Nat Hazards Rev
2003;4:136-43. https://doi.org/10.1061/(ASCE)1527-6988(2003) 4:3(136).
Panteli M, Mancarella P. Modeling and evaluating the resilience of critical elec-
trical power infrastructure to extreme weather events. IEEE Syst J
2017;11:1733-42. https://doi.org/10.1109/JSYST.2015.2389272.

Fujita Y. Systems are ever-changing. Resil Eng Precepts 2006: 19..

Farhangi H. The path of the smart grid. IEEE Power Energy Mag 2010;8:18-28.
https://doi.org/10.1109/MPE.2009.934876.

Gungor VC, Sahin D, Kocak T, Ergut S, Buccella C, Cecati C, et al. A Survey on
smart grid potential applications and communication requirements. IEEE Trans Ind
Inform 2013;9:28-42. https://doi.org/10.1109/T11.2012.2218253.

Madni AM, Jackson S. Towards a conceptual framework for resilience engineering.
IEEE Syst J 2009;3:181-91. https://doi.org/10.1109/JSYST.2009.2017397.
Woods D, Cook R. Incidents-markers of resilience or brittleness. Resil Eng
Concepts Precepts 2006:69-75.

Liu CC. Distribution systems: reliable but not resilient? [In My View]. IEEE Power
Energy Mag 2015;13. https://doi.org/10.1109/MPE.2015.2397332.

Hughes L. The effects of event occurrence and duration on resilience and adap-
tation in energy systems. Energy 2015;84:443-54. https://doi.org/10.1016/j.
energy.2015.03.010.

[74]

[75]

[76]

[77]
[78]
[79]
[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]
[89]

[90]

[91]
[92]

[93]

[94]

[95]

[96]

[971

[98]

[99]

[100]

[101]

[102]

[103]
[104]

[105]

[106]

Applied Energy 235 (2019) 219-232

Ton DT, Wang WTP. A more resilient grid: the U.S. Department of Energy joins
with stakeholders in an R&D plan. IEEE Power Energy Mag 2015;13:26-34.
https://doi.org/10.1109/MPE.2015.2397337.

Kruyt B, van Vuuren DP, de Vries HIM, Groenenberg H. Indicators for energy
security. Energy Policy 2009;37:2166-81. https://doi.org/10.1016/j.enpol.2009.
02.006.

Molyneaux L, Wagner L, Froome C, Foster J. Resilience and electricity systems: a
comparative analysis. Energy Policy 2012;47:188-201. https://doi.org/10.1016/j.
enpol.2012.04.057.

Winzer C. Conceptualizing energy security. Energy Policy 2012;46:36-48. https://
doi.org/10.1016/j.enpol.2012.02.067.

Barsky RB, Kilian L. Oil and the macroeconomy since the 1970s. J Econ Perspect
2004;18:115-34. https://doi.org/10.1257/0895330042632708.

O’Brien G. Vulnerability and resilience in the European energy system. Energy
Environ 2009;20:399-410.

Valentine SV. Emerging symbiosis: renewable energy and energy security. Renew
Sustain Energy Rev 2011;15:4572-8. https://doi.org/10.1016/j.rser.2011.07.095.
Ellabban O, Abu-Rub H, Blaabjerg F. Renewable energy resources: current status,
future prospects and their enabling technology. Renew Sustain Energy Rev
2014;39:748-64. https://doi.org/10.1016/j.rser.2014.07.113.

Escribano Francés G, Marin-Quemada JM, Gonzélez E San Martin. RES and risk:
renewable energy’s contribution to energy security. A portfolio-based approach.
Renew Sustain Energy Rev 2013;26:549-59. https://doi.org/10.1016/j.rser.2013.
06.015.

Pike A, Dawley S, Tomaney J. Resilience, adaptation and adaptability. Camb J Reg
Econ Soc 2010;3:59-70. https://doi.org/10.1093/cjres/rsq001.

NRECA International Ltd. Guides for electric cooperative development and rural
electrification, vol. 1; 2009. p. 284.

EU Energy Initiative Partnership Dialogue Facility. Low cost grid electrification
technologies. A handbook for electrification practitioners; 2015.

Winkler H, Simoes AF, la Rovere EL, Alam M, Rahman A, Mwakasonda S. Access
and affordability of electricity in developing countries. World Dev
2011;39:1037-50. https://doi.org/10.1016/j.worlddev.2010.02.021.

Fankhauser S, Tepic S. Can poor consumers pay for energy and water? An af-
fordability analysis for transition countries. Energy Policy 2007;35:1038-49.
https://doi.org/10.1016/j.enpol.2006.02.003.

Gellings CW. The concept of demand-side management for electric utilities. Proc
IEEE 1985;73:1468-70. https://doi.org/10.1109/PROC.1985.13318.

Strbac G. Demand side management: benefits and challenges. Energy Policy
2008;36:4419-26. https://doi.org/10.1016/j.enpol.2008.09.030.

Palensky P, Dietrich D. Demand side management: demand response, intelligent
energy systems, and smart loads. IEEE Trans Ind Inform 2011;7:381-8. https://doi.
org/10.1109/TI1.2011.2158841.

Gifford R. 33 Reasons why we can’t think clearly about climate change. New Sci
2015.

Bull SR. Renewable energy today and tomorrow. Proc IEEE 2001;89:1216-26.
https://doi.org/10.1109/5.940290.

Chaurey A, Ranganathan M, Mohanty P. Electricity access for geographically
disadvantaged rural communities-technology and policy insights. Energy Policy
2004;32:1693-705. https://doi.org/10.1016/50301-4215(03)00160-5.

Nguyen KQ. Alternatives to grid extension for rural electrification: decentralized
renewable energy technologies in Vietnam. Energy Policy 2007;35:2579-89.
https://doi.org/10.1016/j.enpol.2006.10.004.

Mabhapatra S, Dasappa S. Rural electrification: optimising the choice between de-
centralised renewable energy sources and grid extension. Energy Sustain Dev
2012;16:146-54. https://doi.org/10.1016/j.esd.2012.01.006.

Szabé S, Bédis K, Huld T, Moner-Girona M. Energy solutions in rural Africa:
mapping electrification costs of distributed solar and diesel generation versus grid
extension. Environ Res Lett 2011:6. https://doi.org/10.1088/1748-9326/6/3/
034002.

Hatziargyriou N, Asano H, Iravani R, Marnay C. Microgrids. Power Energy Mag
IEEE 2007;5:78-94. https://doi.org/10.1109/MPAE.2007.376583.

Liu X, Su B. Microgrids — an integration of renewable energy technologies. 2008
China int conf electr distrib 2008. p. 1-7. https://doi.org/10.1109/CICED.2008.
5211651.

Blyden BK. Modified microgrid concept for rural electrification in Africa. In: 2006
IEEE power eng soc gen meet; 2006. 5pp. http://doi.org/10.1109/PES.2006.
1709540.

Davis M. Rural household energy consumption: the effects of access to elec-
tricity—evidence from South Africa. Energy Policy 1998;26:207-17. https://doi.
0rg/10.1016/50301-4215(97)00100-6.

Madubansi M, Shackleton CM. Changing energy profiles and consumption patterns
following electrification in five rural villages, South Africa. Energy Policy
2006;34:4081-92. https://doi.org/10.1016/j.enpol.2005.10.011.

Rossetto T, Peiris N, Pomonis A, Wilkinson SM, Del Re D, Koo R, et al. The Indian
Ocean tsunami of December 26, 2004: observations in Sri Lanka and Thailand. Nat
Hazards 2007;42:105-24. https://doi.org/10.1007/s11069-006-9064-3.

Chavan P, Ramakumar R. Micro-credit and rural poverty: an analysis of empirical
evidence. Econ Polit Wkly 2002;37:955-65.

Mainali B, Silveira S. Financing off-grid rural electrification: country case Nepal.
Energy 2011;36:2194-201. https://doi.org/10.1016/j.energy.2010.07.004.
Mainali B, Silveira S. Renewable energy markets in rural electrification: country
case Nepal. Energy Sustain Dev 2012;16:168-78. https://doi.org/10.1016/j.esd.
2012.03.001.

Barnes DF, Floor WM. Rural energy in developing countries: a challenge for eco-
nomic development. Annu Rev Energy Environ 1996;21:497-530. https://doi.org/


https://doi.org/10.1016/j.gloenvcha.2006.04.003
https://doi.org/10.1016/j.gloenvcha.2006.04.003
https://doi.org/10.1007/s00267-003-0101-7
https://doi.org/10.1007/s00267-003-0101-7
https://doi.org/10.1080/21693293.2013.765742
https://doi.org/10.1080/21693293.2013.765742
https://doi.org/10.2307/20025416
https://doi.org/10.2307/20025416
https://doi.org/10.5751/ES-01606-110119
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0220
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0220
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0225
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0225
https://doi.org/10.1016/j.respol.2012.02.013
https://doi.org/10.1016/j.respol.2012.02.013
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0235
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0235
https://doi.org/10.1142/9789812701404_0013
http://doi.org/10.1007-978-94-007-0307-0
http://doi.org/10.1007-978-94-007-0307-0
https://doi.org/10.1023/A:1008255614276
https://doi.org/10.1093/cjres/rsp033
https://doi.org/10.1093/cjres/rsp033
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.gov.uk/guidance/emergency-response-and-recovery
https://doi.org/10.1007/s11069-006-9036-7
https://doi.org/10.1007/s11069-006-9036-7
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0275
https://doi.org/10.1016/j.rser.2015.12.193
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0285
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0285
https://doi.org/10.1037/a0019384
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0300
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0300
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0305
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0305
https://doi.org/10.1140/epjb/e2005-00237-9
https://doi.org/10.1140/epjb/e2005-00237-9
https://doi.org/10.1109/JSYST.2009.2017396
https://doi.org/10.1109/JSYST.2009.2017396
https://doi.org/10.1016/j.ress.2013.06.040
https://doi.org/10.1016/j.ress.2013.06.040
https://doi.org/10.1061/(ASCE)1527-6988(2003) 4:3(136)
https://doi.org/10.1109/JSYST.2015.2389272
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0335
https://doi.org/10.1109/MPE.2009.934876
https://doi.org/10.1109/TII.2012.2218253
https://doi.org/10.1109/JSYST.2009.2017397
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0355
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0355
https://doi.org/10.1109/MPE.2015.2397332
https://doi.org/10.1016/j.energy.2015.03.010
https://doi.org/10.1016/j.energy.2015.03.010
https://doi.org/10.1109/MPE.2015.2397337
https://doi.org/10.1016/j.enpol.2009.02.006
https://doi.org/10.1016/j.enpol.2009.02.006
https://doi.org/10.1016/j.enpol.2012.04.057
https://doi.org/10.1016/j.enpol.2012.04.057
https://doi.org/10.1016/j.enpol.2012.02.067
https://doi.org/10.1016/j.enpol.2012.02.067
https://doi.org/10.1257/0895330042632708
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0395
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0395
https://doi.org/10.1016/j.rser.2011.07.095
https://doi.org/10.1016/j.rser.2014.07.113
https://doi.org/10.1016/j.rser.2013.06.015
https://doi.org/10.1016/j.rser.2013.06.015
https://doi.org/10.1093/cjres/rsq001
https://doi.org/10.1016/j.worlddev.2010.02.021
https://doi.org/10.1016/j.enpol.2006.02.003
https://doi.org/10.1109/PROC.1985.13318
https://doi.org/10.1016/j.enpol.2008.09.030
https://doi.org/10.1109/TII.2011.2158841
https://doi.org/10.1109/TII.2011.2158841
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0455
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0455
https://doi.org/10.1109/5.940290
https://doi.org/10.1016/S0301-4215(03)00160-5
https://doi.org/10.1016/j.enpol.2006.10.004
https://doi.org/10.1016/j.esd.2012.01.006
https://doi.org/10.1088/1748-9326/6/3/034002
https://doi.org/10.1088/1748-9326/6/3/034002
https://doi.org/10.1109/MPAE.2007.376583
https://doi.org/10.1109/CICED.2008.5211651
https://doi.org/10.1109/CICED.2008.5211651
http://doi.org/10.1109/PES.2006.1709540
http://doi.org/10.1109/PES.2006.1709540
https://doi.org/10.1016/S0301-4215(97)00100-6
https://doi.org/10.1016/S0301-4215(97)00100-6
https://doi.org/10.1016/j.enpol.2005.10.011
https://doi.org/10.1007/s11069-006-9064-3
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0515
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0515
https://doi.org/10.1016/j.energy.2010.07.004
https://doi.org/10.1016/j.esd.2012.03.001
https://doi.org/10.1016/j.esd.2012.03.001
https://doi.org/10.1146/annurev.energy.21.1.497

C. Mazur et al.

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]
[115]
[116]
[117]

[118]

[119]

10.1146/annurev.energy.21.1.497.

Cox RS, Hamlen M. Community disaster resilience and the rural resilience index.
Am Behav Sci 2015;59:220-37. https://doi.org/10.1177/0002764214550297.
Urmee T, Harries D, Schlapfer A. Issues related to rural electrification using re-
newable energy in developing countries of Asia and Pacific. Renew Energy
2009;34:354-7. https://doi.org/10.1016/j.renene.2008.05.004.

Howells MI, Alfstad T, Victor DG, Goldstein G, Remme U. A model of household
energy services in a low-income rural African village. Energy Policy
2005;33:1833-51. https://doi.org/10.1016/j.enpol.2004.02.019.

Brent AC, Rogers DE. Renewable rural electrification: sustainability assessment of
mini-hybrid off-grid technological systems in the African context. Renew Energy
2010;35:257-65. https://doi.org/10.1016/j.renene.2009.03.028.

Palit D, Chaurey A. Off-grid rural electrification experiences from South Asia.
Green Energy Technol 2013;116:75-104. https://doi.org/10.1007/978-1-4471-
4673-5_4.

Smith TB. Electricity theft: a comparative analysis. Energy Policy
2004;32:2067-76. https://doi.org/10.1016/5S0301-4215(03)00182-4.

Winther T. Electricity theft as a relational issue: a comparative look at Zanzibar,
Tanzania, and the Sunderban Islands, India. Energy Sustain Dev 2012;16:111-9.
https://doi.org/10.1016/j.esd.2011.11.002.

Yadoo A, Cruickshank H. The value of cooperatives in rural electrification. Energy
Policy 2010;38:2941-7. https://doi.org/10.1016/j.enpol.2010.01.031.

Ritchie J, Lewis J. Qualitative research practice: a guide for social science students
and researchers. Qual Res 2014:356. https://doi.org/10.4135/9781452230108.
National Research Council. Developing a framework for measuring community
resilience: summary of a workshop. National Academies Press; 2015.

Miles MB, Huberman aM. Qualitative data analysis: a sourcebook of new methods,
vol. 19; 1984. http://doi.org/10.1016/0149-7189(96)88232-2.

Kwasinski A. Field technical surveys: an essential tool for improving critical in-
frastructure and lifeline systems resiliency to disasters. In: Proc. 4th IEEE glob.
humanit. technol. conf. GHTC 2014; 2014. p. 78-85. http://doi.org/10.1109/
GHTC.2014.6970264.

Vugrin ED, Warren DE, Ehlen MA. A resilience assessment framework for infra-
structure and economic systems: quantitative and qualitative resilience analysis of

232

[120]
[121]
[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

Applied Energy 235 (2019) 219-232

petrochemical supply chains to a hurricane. Process Saf Prog 2011;30:280-90.
https://doi.org/10.1002/prs.10437.

ARUP. City Resilience Index. Understanding and measuring city resilience; 2014.
Da Silva J, Moench M. City resilience framework; 2014.

Saint B. Rural distribution system planning using Smart Grid Technologies. In:
2009 IEEE rural electr. power conf.; 2009. p. B3-B3-8. http://doi.org/10.1109/
REPCON.2009.4919421.

Minnaar UJ, Gaunt CT, Nicolls F. Characterisation of power system events on
South African transmission power lines. Electr Power Syst Res 2012;88:25-32.
https://doi.org/10.1016/j.epsr.2012.01.015.

Peters J, Harsdorff M, Ziegler F. Rural electrification: accelerating impacts with
complementary services. Energy Sustain Dev 2009;13:38-42. https://doi.org/10.
1016/j.esd.2009.01.004.

Billinton R, Allan RN. Power-system reliability in perspective. Electron Power
1984;30:231-6. https://doi.org/10.1049/ep.1984.0118.

Sarkar MAR, Ehsan M, Islam MA. Issues relating to energy conservation and re-
newable energy in Bangladesh. Energy Sustain Dev 2003;7:77-87. https://doi.
org/10.1016/50973-0826(08)60357-9.

Barnes D, Foley G. December 2004 RURAL ELECTRIFICATION IN THE
DEVELOPING WORLD : A SUMMARY OF LESSONS FROM SUCCESSFUL By. Electr
Hum Prospect ... 2004.

Drinkwaard W, Kirkels A, Romijn H. A learning-based approach to understanding
success in rural electrification: insights from Micro Hydro projects in Bolivia.
Energy Sustain Dev 2010;14:232-7. https://doi.org/10.1016/j.esd.2010.07.006.
Haanyika CM. Rural electrification policy and institutional linkages. Energy Policy
2006;34:2977-93. https://doi.org/10.1016/j.enpol.2005.05.008.

Rollin HB, Mathee A, Bruce N, Levin J, Von Schirnding YER. Comparison of indoor
air quality in electrified and un-electrified dwellings in rural South African vil-
lages. Indoor Air 2004;14:208-16. https://doi.org/10.1111/j.1600-0668.2004.
00238.x.

Bruce N, Pope D, Rehfuess E, Balakrishnan K, Adair-Rohani H, Dora C. WHO in-
door air quality guidelines on household fuel combustion: strategy implications of
new evidence on interventions and exposure-risk functions. Atmos Environ
2015;106:451-7. https://doi.org/10.1016/j.atmosenv.2014.08.064.


https://doi.org/10.1146/annurev.energy.21.1.497
https://doi.org/10.1177/0002764214550297
https://doi.org/10.1016/j.renene.2008.05.004
https://doi.org/10.1016/j.enpol.2004.02.019
https://doi.org/10.1016/j.renene.2009.03.028
https://doi.org/10.1007/978-1-4471-4673-5_4
https://doi.org/10.1007/978-1-4471-4673-5_4
https://doi.org/10.1016/S0301-4215(03)00182-4
https://doi.org/10.1016/j.esd.2011.11.002
https://doi.org/10.1016/j.enpol.2010.01.031
https://doi.org/10.4135/9781452230108
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0580
http://refhub.elsevier.com/S0306-2619(18)31698-2/h0580
http://doi.org/10.1016/0149-7189(96)88232-2
http://doi.org/10.1109/GHTC.2014.6970264
http://doi.org/10.1109/GHTC.2014.6970264
https://doi.org/10.1002/prs.10437
http://doi.org/10.1109/REPCON.2009.4919421
http://doi.org/10.1109/REPCON.2009.4919421
https://doi.org/10.1016/j.epsr.2012.01.015
https://doi.org/10.1016/j.esd.2009.01.004
https://doi.org/10.1016/j.esd.2009.01.004
https://doi.org/10.1049/ep.1984.0118
https://doi.org/10.1016/S0973-0826(08)60357-9
https://doi.org/10.1016/S0973-0826(08)60357-9
https://doi.org/10.1016/j.esd.2010.07.006
https://doi.org/10.1016/j.enpol.2005.05.008
https://doi.org/10.1111/j.1600-0668.2004.00238.x
https://doi.org/10.1111/j.1600-0668.2004.00238.x
https://doi.org/10.1016/j.atmosenv.2014.08.064

	A holistic resilience framework development for rural power systems in emerging economies
	Introduction
	Methodology
	Resilience definitions in general
	Resilience definitions for power systems
	Human element
	Robustness through redundancy, flexibility and agility
	Reliability and adaptive capacity
	Efficiency
	Long-term strategic planning

	Resilience definitions for a rural context
	Rural-specific conditions and needs
	Affordability
	Self-sufficiency and self-reliance
	Data access
	Rural governance

	Insights from related frameworks
	Related frameworks proposed by previous research
	Related frameworks used in practice


	Results: resilient framework development
	Resilience in rural power systems: technical component
	Resilience in rural power systems: social component
	Resilience in rural power systems: economic component
	Operationalization of the indicator framework
	Defining case-specific indicators to measure resilience
	Example for the application: definition of thresholds to capture local conditions


	Conclusions
	Acknowledgements
	References




